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The Dilemma of Standards and Legal Regulations Regarding Data in
Intelligent Connected Vehicles
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Abstract: The rise of intelligent connected vehicles (ICVs) has led to a significant increase in the demand for data
collection, processing, transmission, and storage in vehicles. However, the devices for extensive collection of data,
including location, driving behavior, communication browsing history, environmental information both inside and
outside the vehicle have made data security one of the key challenges in the development of ICVs. Unfortunately,
there exist differences and conflicts between the standards and legal regulations pertaining to data in ICVs, resulting
in a lack of coordination hetween the two. To address these issues, it is crucial to enhance the synergy between laws
and standards, strengthen the “technology—system” collaborative evolution mechanism, establish a robust data
protection system, and enhance data security measures. These efforts will ensure that ICVs can operate more safely
and reliably, contributing to the construction of a manufacturing powerhouse.
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